
PERSPECTIVE

Navigating data sharing in research
Anna C.F. Lewis,1,2 Ellen W. Clayton,3 Hana Bangash,4 Harris T. Bland,5 Katherine E. Bonini,6
James J. Cimino,7 John J. Connolly,8 Robert R. Freimuth,9 Stephanie M. Fullerton,10

Hakon Hakonarson,8 Ingrid A. Holm,2,11 Gail P. Jarvik,12 Atlas Khan,13 Krzysztof Kiryluk,13

Jodell E. Linder,14 Yuan Luo,15 John A. Lynch,16 Kathleen F. Mittendorf,17 Jennifer A. Pacheco,18

Luke V. Rasmussen,15 Susannah L. Rose,3,5 Robb Rowley,19 Richard R. Sharp,20 Theresa L. Walunas,21

Wei-Qi Wei,5 Chunhua Weng,22 and Maya Sabatello13,23,*

Summary

Sharing biomedical research data can accelerate scientific discovery, leading funders and journals to increasingly mandate sharing. 
However, data openness must be balanced with protecting research participants from harm in an evolving legal and social landscape. 
Drawing on experiences from the Electronic Medical Records and Genomics (eMERGE-IV) Network—a US-based, multi-site con
sortium gathering genomic and medical data focused on underrepresented groups to refine disease risk prediction—we examine chal
lenges in implementing data sharing that are “as open as possible, as closed as necessary.” Recent US legal developments, including the 
Dobbs decision and gender-affirming care bans, highlight the urgency of considering data-sharing risks and required the Network to 
rethink strategies to prevent individual- and group-level harms from genomic analyses. eMERGE-IV implemented several strategies to 
mitigate concerns, including cell suppression for race/ethnicity data and not extracting certain diagnostic codes from participants’ 
electronic health records. These decisions balanced immediate protection and long-term scientific benefits for relevant populations. 
Participant agreement to broad data sharing in informed consent is often required for research participation to make data as open as 
possible. No consent form, however, can define the terms of “as closed as necessary”—a construct that is subject to sociolegal changes 
across the life cycle of research studies. Providing protection requires robust data governance, including engagement with prospective 
and actual participants. The research enterprise must reconsider its consenting approach and develop transparent, inclusive gover
nance structures responsive to evolving vulnerabilities while maintaining scientific progress. Public trust depends on the research en
terprise successfully navigating these competing demands.

Introduction

Medical research aims to understand the causes of disease 
and to identify approaches to improve health outcomes. 
Extensive individual-level data are essential for this 
work. Sharing research data is cost-effective, allows result 
verification, provides opportunities to study new ques
tions, and holds out the promise of advancing health for 
all.1 Such sharing is increasingly expected, even required, 
by scientific journals and funders like the National Insti
tutes of Health (NIH). Yet these data can be and have 
been used in ways that harm both the individuals to 
whom they pertain and larger groups, through breaches 
of privacy and the promotion of stigma.2–4 Thus, 
advancing these important scientific goals must be accom

panied by the research enterprise’s ethical responsibility 
to ensure participants’ data are used in ways that promote 
benefit and prevent harm. This responsibility, shared by 
investigators, their institutions, and data holders, is 
heightened in studies enrolling groups that have been pre
viously harmed or underrepresented in biomedical 
research. This tension requires deciding what data to 
share, who has access, which future research questions 
can be studied, and who gets to decide.5

We share perspectives from phase four of the Electronic 
Medical Records and Genomics (eMERGE-IV) Network, a 
large, 10-site consortium funded by the National Human 
Genomics Research Institute (NHGRI). The funding oppor
tunity both encouraged recruiting “persons who come 
from racial or ethnic minority populations, underserved 
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populations, or populations who experience poorer medical 
outcomes”6 and required data sharing. Here, we discuss 
enduring and evolving scientific, legal, and ethical chal
lenges in sharing large datasets, particularly those that 
combine genetic, electronic health record (EHR), and partic
ipant self-reported data, while avoiding immediate and 
downstream harms.

We first outline the growing pressure to share research 
data despite the potential associated risks to both indi
viduals and groups. We then describe how eMERGE-IV 
navigated the tensions and sought to share data for 
research while mitigating harms and complying with 
federal and local data privacy laws. Next, we argue 
that meeting participants’ and the public’s likely expec
tations—rather than limiting protection of participants’ 
interests to the strict language of consent forms—offers 
a useful frame for these decisions. We conclude by 
considering what the broader research ecosystem must 
do to keep shared data as “open as possible and as closed 
as necessary.”3

A world of increasing data sharing

Biomedical data-sharing requirements have grown over 
time. Federal funders increasingly encourage, even 
require, researchers to maximize the sharing “with 
appropriate protections” of data generated with public 
funds, beginning with NIH’s 2014 Genomic Data 
Sharing policy,7 followed by a broader policy for data 
management and sharing (DMS).8 The DMS policy re
quires researchers intending to generate scientific data 
to submit a DMS plan with their grant application, 
comply with the plan, and obtain NIH approval on 
any subsequent revisions. More recently, the NIH has 
increased funding to develop sustained repositories to 
enable sharing while instituting federal data access com
mittees (DACs) to help ensure that investigators propos
ing to use the data have legitimate needs and credentials 
for their use.9

In the US, participant research data without identifi
able private information are not considered “human 
subjects” under the Common Rule and therefore do 
not fall within its protections.10 In particular, institu
tional review boards (IRBs), which implement the Com
mon Rule, typically do not require ongoing review of 
projects using such data after the determination of 
non-human-subject research. Typically, data, once de- 
identified, are submitted to “controlled access” reposi
tories. Access requests go to a DAC, which evaluates 
whether proposed studies align with data use limitations 
(generally based on participants’ “informed,” typically 
broad consent) and determines whether the requesting 
institution and researcher are bona fide.11 This determi
nation process may be insufficient to prevent harm, as 
evidenced by the allegedly inappropriate access granted 
to users who misused data from the federally funded 

Adolescent Brain Cognitive Development (ABCD) study 
for race research.3

A world of increasing vulnerabilities

Vulnerability to direct harm from research participation 
and data sharing—including loss of privacy with poten
tial legal and social consequences—is not new. A system
atic review revealed that the most common concerns of 
prospective participants in precision medicine research 
relate to privacy, security, and confidentiality.12 These 
concerns are commonly addressed via security mea
sures.13 Certificates of confidentiality (CoCs) reduce the 
risk by prohibiting disclosure of research data to anyone 
not connected to the research, particularly in legal pro
cesses, and are automatically granted to NIH-funded 
research and data repositories. Yet, advances in reidenti
fication technologies14 and the rapidly evolving legal 
and policy landscape have altered levels of risks to indi
viduals and groups.

For example, the Dobbs vs. Jackson Women’s Health de
cision in 2022,15 which eliminated the constitutional 
right to abortion, and laws that financially incentivize re
porting an abortion (e.g., in Texas) might make women 
reconsider participating in studies involving sharing 
EHR data that may contain codes for pregnancy termina
tion. This concern is not abstract: prior data support lower 
research enrollment in states with restrictive abortion pol
icies.16 Transgender individuals may similarly rethink tak
ing part in research that involves data sharing of any kind, 
given recent bans on gender-affirming care, healthcare 
coverage, and other rights17 as well as actions that risk pa
tient privacy and confidentiality in clinical care, such as 
the Department of Justice (DOJ)’s sending subpoenas for 
identifying health information to clinics that provide 
gender-affirming care.18 Over time, such concerns may 
compromise research outcomes, as groups who are most 
directly impacted by changes in politics and policy will 
more likely decline research participation and thus may 
receive fewer benefits from studies that address their 
health needs.

Researchers often consider de-identification, which mit
igates but may not eliminate privacy risks since reidentifi
cation may nonetheless be possible in unique combina
tions of participant demographics and/or unusual data 
distributions. Studies must thus weigh how to guard 
against these risks—especially for genomic information 
collection, which can, under certain circumstances, be 
used to identify individuals—while maintaining the ben
efits of sharing comprehensive data.19 Addressing the ten
sion between risk and benefit further requires investiga
tors to decide what participant data are made available 
for wider sharing in light of potential (mis)uses of data 
by secondary users. Researchers can choose not to collect, 
or to collect without sharing, data from individuals or 
communities where reidentification would expose them 
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to heightened risk of harm. Such approaches may, howev
er, limit future research that could benefit such groups.

In addition to potential direct harm to individual partic
ipants, research can be stigmatizing to groups by the ways 
data are analyzed, interpreted, and represented. This 
concern has been raised regarding communities for 
whom there is a history of mistreatment in research 
studies, such as Black,20 Indigenous,21 and disability com
munities.22 Such harms could be intentional but may also 
arise when investigators are unaware of possible harms or 
where there is disagreement over what could be harmful.

Harms to individuals and groups can significantly un
dermine participants’ trust in research.23 Evidence further 
suggests that the trustworthiness of researchers, research 
institutions and the broader research enterprise can suffer 
if data are accessed and used in ways that clash with par
ticipants’ values and expectations, beyond the provisions 
in the informed consent form.24 The risk for loss of 
research trustworthiness is exacerbated if individual or 
group harms manifest.25,26 The resulting mistrust can 
compromise otherwise well-meaning research that pro
motes care for all people. Accordingly, eMERGE-IV adop
ted measures to protect participants from both individual 
and group harms. Below, we discuss these decisions, the 
process for their determination, and their advantages 
and shortcomings.

Protecting against individual harms

As is common in translational genomic research studies, 
eMERGE-IV participants were informed about both data 
de-identification and risk for reidentification during the 
consent process. The consent form stated circumstances 
whereby “we might need to give out your name or other 
information that identifies you,” including situations 
that could cause harm to the participant or others, and 
when necessary to comply with US laws. Participants 
were also told that their privacy would be protected to 
the maximum extent possible. This combination reflects 
an inherent challenge in consent forms: they inform par
ticipants about potential risks and researchers’ commit
ment to take steps to reduce them but cannot guarantee 
absolute protection. In addition, there is overwhelming 
data that consent forms are poorly understood.27 We 
examine the balancing act required for this commitment 
to be fulfilled.

The risk of reidentification can be reduced via statistical 
disclosure control, a set of techniques that restrict the 
amount of data released or modify them—for example, 
by adding noise to the data.28 One way in which 
eMERGE-IV chose to reduce reidentification risks is by us
ing the technique of cell suppression, i.e., combining cat
egories with small numbers of participants. For example, 
eMERGE-IV collected participants’ self-reported race 
and/or ethnicity via a single question with multiple 
possible responses (per the updated Office of Management 

and Budget Categories29), including follow-up subcate
gory questions. Following discussions, eMERGE-IV opted 
for internally aggregating data with responses from fewer 
than 10 individuals—a threshold also used by the Centers 
for Medicare and Medicaid Services30—and externally 
sharing only the top-level categories. These decisions 
run counter to recommendations emphasizing the value 
of more granular data31–33 and risk obscuring meaningful 
variation or rendering certain groups “invisible.” In our 
cohort, the Network identified cell suppression as impor
tant to reduce risks for reidentification and to increase 
participant privacy protection, thus aligning with our re
sponsibility to participants.

To further minimize individual harm, the eMERGE-IV 
Network collectively considered whether certain diag
nosis or procedure codes in the EHRs should be excluded 
from participant data collection. Each site suggested codes 
that should not be included, a follow-up survey deter
mined the level of agreement across sites, and an all-site 
discussion resulted in consensus on which codes to leave 
out of data pulls. Agreed-upon codes to exclude from 
EHR extraction were those associated with elective preg
nancy termination, gender dysphoria/transition, and sus
pected/actual child abuse (see Table 1). Codes ultimately 
included in the data pulls, despite having been considered 
for exclusion, included those related to medical errors and 
adverse events, substance use, mental health, and sex-spe
cific and/or hormone-related codes (a broad category 
including reproductive organ issues and sexually trans
mitted infections). Decisions about which codes to collect 
or not were ultimately driven by the study’s scientific 
goals. For example, hormone-related categories are inter
twined with breast and prostate cancer—diseases that 
are central to eMERGE’s investigation—and were 
collected. More generally, while the data collected 
included codes that are loosely connected to potentially 
stigmatizing traits, we avoided codes that may be used 
more directly as the basis for legal action against 
participants.

In eMERGE-IV, reidentification risks are also heightened 
by the unique integration of longitudinal EHR data with 
other information. Repeated encounters over many years 
can create unique clinical and temporal fingerprints that 
can allow identity inference. For example, a distinctive 
sequence of diagnoses, medication changes, or procedure 
dates can link an otherwise de-identified record to a single 
individual when cross-referenced with public or commer
cial data. To mitigate these risks, eMERGE-IV employed 
temporal aggregation (e.g., collapsing dates to broader in
tervals such as month or year), event sampling (sharing 
representative rather than complete encounter histories), 
and localization control (removing or generalizing facility 
and provider identifiers).

One could argue that decisions about what to include in 
data pulls should be informed by the views and expecta
tions of prospective participants since they are directly 
in harm’s way. In eMERGE-IV, pre-implementation 

The American Journal of Human Genetics 113, 1–9, June 4, 2026 3

Please cite this article in press as: Lewis et al., Navigating data sharing in research, The American Journal of Human Genetics (2026), 
https://doi.org/10.1016/j.ajhg.2026.04.004



Table 1. List of codes excluded from EHR data extraction

Issue Concept class Vocabulary Category Example (code and term)

Early termination 
of pregnancy

diagnosis ICD10CM direct codes for elective termination 
of pregnancy

Z33.2, encounter for elective termination 
of pregnancy

Early termination 
of pregnancy

diagnosis ICD10CM failed medical abortion O07, failed attempted termination of 
pregnancy

Early termination 
of pregnancy

diagnosis ICD9CM codes indicating complications from 
a procedure

639, complications following abortion 
and ectopic and molar pregnancies

Early termination 
of pregnancy

diagnosis ICD9CM possible complications after procedure 996.32, mechanical complication due 
to intrauterine contraceptive device

Early termination 
of pregnancy

diagnosis ICD9CM induced abortion 635, legally induced abortion

Early termination 
of pregnancy

diagnosis ICD9CM codes indicating the involvement of 
legal authorities or social services

E978, legal execution

Early termination 
of pregnancy

diagnosis ICD9CM history of past medical procedures V45.77, acquired absence of other 
genital organ(s)

Early termination 
of pregnancy

diagnosis ICD9CM termination of pregnancy due to 
medical necessity for the health of 
the fetus or newborn

779.6, termination of pregnancy (fetus)

Early termination 
of pregnancy

procedure CPT abortion 59840, induced abortion, by dilation 
and curettage

Early termination 
of pregnancy

procedure CPT treatment of incomplete abortion 59812, treatment of incomplete abortion, 
any trimester, completed surgically

Early termination 
of pregnancy

procedure CPT induced abortion 59855, induced abortion, by 1 or more 
vaginal suppositories (e.g., prostaglandin) 
with or without cervical dilation (e.g., 
laminaria), including hospital admission 
and visits, delivery of fetus and secundines

Early termination 
of pregnancy

medication HCPCS medication used in chemically 
induced abortion

S0190, mifepristone, oral, 200 mg (Mifeprex)

Gender-affirming care diagnosis ICD10CM psychological F64, gender identity disorders

Gender-affirming care diagnosis ICD10CM encounters for treatment and care 
related to gender transition

Z87.890, personal history of sex 
reassignment

Gender-affirming care diagnosis ICD10CM physical indication Q52.X, other congenital malformations of 
female genitalia

Gender-affirming care diagnosis ICD9CM psychological indication 302, sexual and gender identity disorders

Gender-affirming care diagnosis ICD9CM hormone treatment 255.2, adrenogenital disorders

Gender-affirming care procedure CPT vaginal surgery construction of artificial vagina

Gender-affirming care procedure CPT breast surgery 19325, mammaplasty, augmentation; 
with prosthetic implanta

Gender-affirming care procedure CPT urethroplasty 53420, urethroplasty, 2-stage 
reconstruction or repair of prostatic 
or membranous urethra; first stageb

Gender-affirming care procedure CPT surgery of male genitalia 54125, amputation of penis; completeb

Gender-affirming care procedure CPT intersex surgery 55970, intersex surgery, male to female

Gender-affirming care procedure CPT hysterectomy 58150, total abdominal hysterectomy 
(corpus and cervix), with or without 
removal of tube(s), with or without 
removal of ovary(s)a

Suspected child abuse diagnosis ICD9CM nonaccidental injuries Y07.1, parent (adoptive) (biological), 
perpetrator of maltreatment and neglect

Suspected child abuse diagnosis ICD9CM fetus or newborn affected by maternal 
conditions that may be unrelated to 
present pregnancy

760.71, alcohol affecting fetus or 
newborn via placenta or breast milk

Suspected child abuse diagnosis ICD9CM other conditions originating in the 
perinatal period

7795, drug withdrawal syndrome in 
newborn

(Continued on next page)
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patient feedback focused primarily on the creation of un
derstandable patient materials, while details of EHR 
outcome measures and related phenotyping variables 
were left to later phases of the study. The sociolegal devel
opments that occurred during the study (the Dobbs deci
sion and policies on gender-affirming care) highlighted 
the growing potential risks to participants and the need 
for the Network to center attention on our responsibility 
to study participants. Indeed, transgender or gender- 
diverse eMERGE-IV participants, when interviewed, ex
pressed concerns about the safety of sharing gender iden
tity data given the changing sociolegal landscape and fear 
that malicious actors may access these data (unpublished 
data). Future study designs should include co-develop
ment of data-sharing plans with community members to 
address policy landscape changes and revisit these defini
tions, as those at risk from harm are ever-changing.

Protecting against group harms

Efforts to reduce the risk of group harm raise further con
cerns, not least because of the requirement that data be 
placed in a centralized federally controlled repository 
and made broadly available to both Network and non- 
Network members. While such repositories promote 
broad scientific inquiry, their structure means researchers 
lose control over future uses of the collected data, despite 
their ongoing ethical responsibility to their participants. It 
thus raises the need for both internal and external mea
sures before data release that can balance these duties 
and mitigate potential group harm.

During the course of eMERGE, several strategies were 
implemented to address these challenges. eMERGE re
searchers request data access through a manuscript 
concept sheet, which is then circulated to eMERGE-IV 
members for feedback, to invite collaboration, and to 
address issues prior to approval. Concept sheets contain 
a checkbox for researchers to indicate whether their 
work involves data that could be considered sensitive or 

stigmatizing. If checked, the concept sheet undergoes 
additional review by the steering committee and potential 
referral to relevant external experts, including community 
members. Individual sites may choose not to include data 
from their site in specific analyses or manuscripts, should 
they find the risks to participants outweigh the benefits. 
Concept sheets are also used by researchers external to 
eMERGE-IV and require that an eMERGE collaborator be 
concurrently involved in the proposed study to enhance 
continued implementation of eMERGE-IV decisions and 
internal guidelines during the life of the study. The 
concept sheet process helps to prospectively identify po
tential scientific or ethical concerns and provides a forum 
to address them through a dialogue and prior to data an
alyses. The vetting process, however, is limited to direct re
quests to access eMERGE-IV data during the course of its 
funding.

What might replace this process when the collected 
data are shared externally for secondary use? Here, 
eMERGE-IV faces unresolved challenges. As mentioned 
above, each study site was required to transfer research 
data to a centralized repository and make them available 
to consortium members for internal use. Most of these 
data will also be made available to non-consortium mem
bers via the Analysis Visualization and Informatics Lab- 
space (AnVIL), NHGRI’s platform for sharing large-scale 
genomic and linked biomedical data.34 Thus, unlike other 
studies, such as the UK Biobank35 or the All of Us Research 
Program,36 eMERGE-IV cannot protect the data once they 
are deposited. For example, none of the above strategies 
implemented internally to mitigate potential harms are 
available for secondary data uses after data are posted in 
a centralized repository.

Instead, NHGRI’s DAC controls access to these data 
based “primarily on conformance” of the researcher’s 
request with the data use limitations established by the 
depositing institution.36 Under this governance system, 
data users, who must be affiliated with an institution, 
are required to sign a legally binding data use agreement 
allowing the NIH to hold both researchers and their 

Table 1. Continued

Issue Concept class Vocabulary Category Example (code and term)

Suspected child abuse diagnosis ICD10CM drug-induced mental disorders F19950, other psychoactive substance use, 
unspecified with withdrawal, unspecified

Suspected child abuse diagnosis ICD10CM congenital malformations, deformations, 
and chromosomal abnormalities

Q86.0, fetal alcohol syndrome (dysmorphic)

Suspected child abuse diagnosis ICD10 CM counseling for perpetrator of physical/ 
sexual abuse

Z69021, encounter for mental health 
services for perpetrator of non-parental 
child abuse

ICD9CM, International Classification of Diseases, 9th Edition with Clinical Modifications; ICD10CM, International Classification of Diseases, 10th Edition with Clin
ical Modifications; CPT, Current Procedural Terminology; HCPCS, Healthcare Common Procedure Coding System.
aRemove IF record contains ICD9CM or ICD10CM codes related to gender identity or other sexual disorders, personal history of sex reassignment, congenital 
malformations of genitalia, OR participants who have any of the following from any source that are not “female” or “woman”: sex assigned at birth, sex, legal 
sex, gender identity; they can be included if all variables listed above are female/woman.
bRemove IF record contains ICD9CM or ICD10CM codes related to gender identity or other sexual disorders, personal history of sex reassignment, congenital 
malformations of genitalia, OR participants who have any of the following from any source that are not “male” or “man”: sex assigned at birth, sex, legal sex, 
gender identity; they can be included if all variables listed above are male/man.
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institutions liable for misuse. Additionally, researchers 
are required to submit a project renewal request (or 
close-out), including a report of how the data were 
used, the publications generated, and whether any data 
management incidents occurred.36,37 The DAC can also 
examine the presence of malicious or potentially concern
ing requests. Data access requests are publicly available, al
lowing anyone to flag issues (for example, the data access 
requests made for the eMERGE phase 3 data can be seen 
on this page: https://www.ncbi.nlm.nih.gov/projects/ 
gap/cgi-bin/study.cgi?study_id=phs000888.v1.p1). 
Taken together, these steps offer substantial protection.

Yet, like other DACs, the NHGRI DAC process has 
limitations. First, data access decisions are based on depos
iting institutional certifications stipulating restrictions 
regarding the study’s informed consent provision on 
data sharing—yet this provision is often broad and not 
well understood by participants.27 Moreover, consent is 
often obtained at the beginning of the study—a single 
time point that does not account for sociolegal develop
ments during or after a study, as had occurred in 
eMERGE-IV. Finally, since the NHGRI is a federal body, 
all members involved in its DAC must be federal em
ployees, precluding review by community members who 

may be directly affected. Data generators such as 
eMERGE-IV can provide non-binding recommendations 
but cannot further influence DAC decisions.

Meeting research participants’ expectations

Our experiences navigating data-sharing decisions made us 
reflect on the limitations of relying on the informed con
sent process to define the scope of data sharing. Individuals 
agreeing to participate in research studies cannot be ex
pected to think through all eventualities of how their 
data could be used. Nor can all possible eventualities be 
spelled out in consent forms, not least because they evolve 
with time. However, researcher-participant relations give 
rise to certain expectations that extend beyond the study 
cycle: just as research participants expect researchers to 
take necessary actions to protect them from harm from 
study procedures, they have trust-based expectations about 
how their data might be used in the future. This expecta
tion stands regardless of how the data-sharing provision 
was stipulated in the informed consent form,38 evidenced 
by episodes such as those experienced by the Havasupai,39

Henrietta Lacks,4 and the ABCD project.3 The solution to 

Figure 1. All the players within the research ecosystem have a responsibility to meet the expectations of the research par
ticipants who donated their data
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making data “as open as possible” is thus to design respon
sive processes—data governance—through which data 
stewardship responsibilities reflect the common expecta
tions of data donors (see Figure 1).40,41 This concept of 
meeting research participants’ expectations is central to 
the ethical concepts of respect for research participants 
and trustworthiness of studies.

Accordingly, data generators should engage prospec
tive participants to understand their expectations 
around data use before developing study material and 
consent forms and allow participants to provide guid
ance regarding their expectations around data sharing 
once recruitment has begun. Those generating data as 
part of a clinical trial (such as eMERGE-IV) can also 
probe prospective participants about whether external 
data sharing is a barrier to participation, and, if this is 
identified as a concern, they can consider providing an 
option to opt out of external data sharing.42 Although 
this approach could be seen as reducing the datasets 
that are available for future uses, it adds important value 
to scientific endeavors by facilitating broader research 
participation, bringing in participants who may decline 
research participation if external data sharing is 
required, and promoting the generalizability of findings. 
This approach is also ethically sound, upholding respect 
for participants, rewarding trustworthy researchers, and 
bolstering public trust in research and researchers who 
fulfill their commitments in the long run. Of note, 
this approach does not aim to undermine efforts to 
encourage data sharing but to highlight the need for 
consciousness of the context of each specific 
study. Data generators may make trade-offs—such as 
those we have outlined above—favoring broader 
sharing if they are confident that the data governance 
approach adopted for secondary research will uphold 
the expectations of the original study’s participants. 
Data generators can also use their institutional certifi
cates to inform DACs and data users about community 
concerns and identify specific unauthorized categories 
of research use.

Conclusion

Decisions about data collection and sharing require trade- 
offs between advancing scientific discoveries in health 
and mitigating the risk of individual and group harms to 
our participants. Research participants expect that if their 
data are shared, they will be used in ways that do not cause 
harm to them, their families, and their communities—and 
that researchers will take steps to minimize the risks. This 
is the bedrock for trust in biomedical research. All players 
in the research ecosystem have a role to play in the task of 
creating data governance processes that are transparent, 
inclusive, and accountable, explicitly weighing foresee
able benefits and risks and meeting participants’ expecta
tions for how their data are used.
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